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Summary

Backup and recovery strategy and practice are important for the stability of Microsoft Office
SharePoint Server 2007 deployments. These practices help to maintain the health and
availability of the system and recover from unintentional loss of content. The following document
will provide a high-level overview of why the SharePoint backup and recovery process is
important, present native SharePoint tools for disaster and content recovery, discuss the different
components of backup strategy and end with an exploration of available third-party tools.
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Introduction

Backup and recovery strategy for a Microsoft Office SharePoint Server 2007 environment is an
important part of your deployment process for the following reasons:

Avoid unexpected disasters without a proper process in place to recover lost
environments and data

Documenting a disaster recovery plan is necessary for a quick recovery, avoiding
unnecessary system down-time

You want to be sure all aspects of your deployment are covered

Disaster recovery of a SharePoint environment should be considered at two levels. The first is
disaster recovery, which is the complete loss of a SharePoint farm or critical component. The
second is content recovery, which is the accidental deletion or overwriting of data. Recovery may
require work on one or both levels. Successful recovery is having a solid backup plan in place
and knowing which tools to use.

The following sections will explain the native tools that are available in SharePoint, illustrate what

aspect should be considered for a backup plan and examine third-party tools that can also be
used to perform backup and restore operations.
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SharePoint Tools For Disaster Recovery
The native tools available in SharePoint for farm or component disaster recovery are:

Central Administration

Command line utility

SQL Server backup and restore tools

Internet Information Services (11S) Backup and Restore

A description of each of these tools follows.
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Figure 1 Native Backup and Recovery through Central Administration

There is a graphical user interface (GUI) available to perform backup and restore operations.

This interface gives the option to backup at various levels, from the entire farm down to a specific

content database. The jobs created from this GUI are run by the Windows SharePoint Timer

Service.
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Figure 2 Performing a Backup through Central Admini stration

Some of the advantages of this tool are:
Granularity of choices for backup and restore
Easy to use restore utility
Restorable backups for search

Some of the disadvantages of this tool are:
- Does not allow for timer jobs, which must be done through command line
Cannot restore items at object level, which must be done by restoring from an alternate
server farm
No auto deletion of old backup files
Does not backup customizations in 12 Hive or web.config
Does not backup IIS settings for host headers, dedicated IP addresses or SSL
certificates

Command line utility

There is a command line tool — named stsadm.exe — that can also be used to perform backup
and restore operations. In addition to many other available options for SharePoint administration,
there are options to perform farm-level and web application-level backups and restores. This is a
resource intensive process and heavy use should be considered so performance of the
SharePoint environment is not affected.
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Figure 3 Command line options in stsadm.exe for per  forming backups and restores
Some advantages of this tool are:

Backups can be scheduled with Windows Task Scheduler
No reliance on SPTimer service

Restorable backup for Search

Can be run as a timer job

Some of the disadvantages of this tool are:

Cannot backup directly to tape
No auto deletion of old backups
Does not backup customizations in 12 Hive or web.config

Does not backup IIS settings for host headers, dedicated IP addresses, SSL certificates,
etc.

SQL Server backup and restore tools
The tools available in SQL Sever can backup SharePoint’s content database(s). This is the
recommended method of backing up and restoring the content database.

Some advantages of using this method are:

Existing organizational backup strategies can be leveraged
Full and differential backups can be made
Can be faster than SharePoint backups

Some of the disadvantages of this method are:

No WFE customizations are included
No backup for 1IS settings
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Internet Information Services (11S) Backup and Rest  ore

IIS configuration information is stored in the 1IS Metabase. An XML file is modified by the 1IS
manager application to store information such as host headers, dedicated IP addresses, port
values, SSL certificates and authentication modes used. Because none of the aforementioned
tools can be used to backup this information, it is recommended that these setting are backed up

using the iisback.vbs script.
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SharePoint Tools For Content Recovery

Now that we've covered the tools available for disaster recovery, we will touch on the native
SharePoint tools available for content recovery. The options available out of the box are:

Document Versioning
Two-stage Recycle Bin
Command line tools

Document Versioning

Versioning of documents is available in all SharePoint document libraries and is disabled by
default. This option does not protect content, but rather preserves the history by saving a copy
each time the content is saved. Versioning can be enabled when the document library is created:

Figure 4 Adding versioning on Document Library crea tion

Once the document library is created, there are a number of versioning options that can be
configured:
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Figure 5 Versioning setting for Document Libraries
The advantages of using content versioning are:

Major and minor version options
Approval and archiving before deleting
Forced checkout before edit

This big disadvantage with this option is that the size of document libraries increases because a
new copy of the document is created every time the document is saved.

Two-stage Recycle Bin

The two stage Recycle Bin gives two levels of defense when documents are deleted. When a
document is deleted by a user, it is placed in the Recycle Bin for 30 days (default setting) where
the user can access it during that time. The site administrator also has access to the Recycle Bin
through the site collection administration settings to recovery the content when it has been
removed from the user’s Recycle Bin. This option is enabled by default and is configured at the
level of the web application, not the site collection. The default size of the Recycle Bin is limited
to fifty percent of the site quota. The Recycle Bin options are available through the ‘Web
application general settings’ under the ‘Application Management’ tab in Central Administration.
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Figure 6 Recycle Bin configuration options in Centr al Administration

Command line tools
The command line stsadm.exe utility also has options for restoring content. The tool can be used
to migrate site content using the import/export options:

Figure 7 Command line options for content migration
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Elements Of A Disaster Recovery Plan

A disaster recovery plan should document the environment infrastructure, the farm configuration
and the farm installation procedure. Successfully documenting these areas will ensure that the
SharePoint recovery process will be easier to handle in times of emergency recovery.

The three main pieces of a disaster recovery plan are:

Infrastructure documentation
Farm configuration documentation
Farm installation documentation

Infrastructure documentation
The environment infrastructure document should detail and contain:

Snapshot images on non-database machines for restores
Network components in the system (switched, routers, firewalls, etc)
Third-party components installed in the system

Farm Configuration
The farm configuration plan should detail information about:

Central Administration server(s)

The Central Administration server is the first and most important piece of the environment
that needs to be restored when there is a complete loss of service because it re-
established the connections to your database. Documenting the installation of this server
is extremely important. If this server is the only failed server in the environment, another
server can be promoted to the Central Administrator server by using the SharePoint
Products and Technologies Configuration Wizard.

Figure 8 Central Administration interface
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Web front-end server(s)

Rebuilding WFE servers from the application binaries is a straightforward process.
Because they are stateless by default, any server can serve any content once they have
been populated with required information from the SQL Server Configuration database.
However, if any customizations have been made to the WFEs they need to be reinstalled
after the WFEs have been rebuilt. This can be accomplished using SharePoint solutions
or the Windows Server 2003 Backup Tool (Ntbackup.exe).

WFEs may contain any of the following customized items:

Customized code in 12 Hive (images, pages)

IIS configuration settings

Excluded managed paths

Web parts deployed to Global Assembly Cache (GAC)
Custom authentication methods

Secure Socket Layer (SSL) certificates

IIS Metabase backups

O O0OO0OO0O0OO0OO0

Search server(s)

Search servers are best restored from server images. If indexes are small, the search
server can be returned to the farm with a rebuild of the indexes after the image has been
restored. The native tools available in SharePoint handle the backup of the indexes,
along with the Shared Service Provider(s). However, if the images are large in size it is
best to back the indexes up so that search can be available in a shorter time period. The
more WFEs that can be utilized will spread the load across servers and not impact end-
user access.

Shared Service Provider(s) (SSPs)
The SSPs can be backed up like any other web application in the farm, using SharePoint
tools (GUI or command line) or SQL Server tools. With multiple SSPs (also known as
Intra-Farm Shared Services) first restore and test the default SSP before continuing with
the others.
Excel Calculation Services
The Excel Calculation Server can be backed up by a combination of the SSP backup and
a backup of the application server. The most reliable way is to back this up using a
server image. Windows Server Backup or Restore can also be used.
Content database server(s)
The content database should be backed up using SQL Server backup tools.
Configuration settings database
The configuration settings database cannot be restored because machine-specific
information is added through Central Administration (CA). It is recommended that the
following settings are documented so that they can be reconfigured in CA:

o Application pool settings, including service accounts (all accounts that Web

applications run as, including the crawler account, and search account).
o Database names and locations.
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Web application names and databases. Be sure to document the content
database names associated with each Web application.

Crawler impact rules.

Farm-level search settings.

External service connection settings.

Workflow management settings.

Activated features.

o

O o0Oo0OOo0o

Farm Installation Documentation

The farm installation plan should detail every step needed to rebuild the servers from scratch.
Each server should be documented separately and should included information such as hardware
information, service packs, hot fixes, antivirus software and other software installed on the
machine.

Disaster recovery documents should exists in a safe place on your network as well as some
external location in case the local copies cannot be accessed. Storing them in SharePoint is not
a logical place for these documents! Hard copies are also recommended in the case that the
electronic copies are not available.
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SharePoint Third-Party Tools

We are going to examine a few different alternative third-party tools that can be used for
SharePoint backup and restore operations. These tools can be used to supplement the native
tools or they can be used to replace them entirely.

The tools we are going to examine are:
AvePoint DocAve Backup and Recovery
Quest Recovery Manager for SharePoint
CommVault Galaxy Data Protection for Microsoft SharePoint Server 2007 Systems

AvePoint DocAve Backup and Recovery

According to AvePoint’s website, DocAve is “a comprehensive SharePoint protection solution that
employs the industry’s first true granular backup and full-fidelity restore along with point-in-time
shapshot and recovery of an entire SharePoint platform.” This tool is a web-based GUI that
“offers fast, flexible, real-time backup and on-demand restore capabilities for all Microsoft
SharePoint 2003 and 2007 Products and Technologies.”

Figure 9 Avepoint DocAve Backup and Recovery interf  ace

Some of the key advantages of this tool are:

- Granular solution that can target critical content and backup more appropriately and
frequently
Granular restore for site deletion and document corruption, while maintaining properties,
security, metadata and look/feel, where native tools just restore entire content database
Restores can be performed in real-time without need for system down time
Flexible scheduling options to create a robust and efficient disaster recovery plan
Business impact is reduced with effective recovery of SharePoint components,
databases, indexes, configuration and granular items such as documents and sites.
Single interface for SharePoint backup therefore reducing complexity of backup planning.
Central management of backup, recovery and management jobs.
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Quest Recovery Manager for SharePoint

Quest’'s Recovery Manager for SharePoint is an enterprise solution for content granular backups
and restores for SharePoint 2003 and 2007 environments. The convenient interface is available
through Quest's MMC-based Management Console for SharePoint.

Figure 10 Quest Recovery Manager for SharePoint bac  kup interface

Figure 11 Quest Recovery Manager for SharePoint exa mple of document preview and file
saving functionality

Some of the features of this product are:
Granular search to locate content by title or type, from a specific backup or across
multiple backups
Preview any item without having to first restore the backup
Auto discovery of all backup made for a specific content database
High-level restore granularity — individual content to entire SharePoint environment --
where anything in the content database backup can be restored individually. All
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information, including alerts, permissions, metadata and custom views can be restored
from the content database

Capability to restore to same or different SharePoint environment, as well as the file
system

Works with SQL Server or SharePoint back-ups, as well as Quest LightSpeed backups.
Access to critical backup data before sites or farm is back online

Support for SharePoint 2003 and 2007

CommVault Galaxy Data Protection for Microsoft Shar  ePoint Server 2007 Systems

This is an application that provides granular management and recovery of SharePoint items,
providing recovery functionality for all versions of various SharePoint content.

Some of the key business advantages of this application are:
- Centralized management through the browser with multi-lingual support
“Synthetic Full Backup” reduces the number of full backups required and disk space
needed for storage
Automatic resuming of interrupted backups
An interface that manages Exchange, Active Directory and SharePoint data
Object and attribute management in Active Directory
Fast recovery of individual SharePoint items or entire server
Multiple “point-in-time snapshots” so SharePoint databases can be recovered in minutes
Continuous SharePoint data replication
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Conclusion

Establishing a solid backup and restore plan for your SharePoint deployment and being able to
execute this plan with the right tools is important to the stability of your organization. Each plan
and execution is different and it should be tailored to fit the needs of your organization. Tools
available in SharePoint as well as third-party tools have been discussed so that your organization
can make the most informed decisions about what meets disaster and content recovery needs.
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